EYAMAHA &Q

Setting up a switch for use with Dante
Using the Cisco SG300-20 or Teqgsas CyberTEQ-m

Contents
Chapter Title Page
1.0 The advantages of this Switch 2
2.0 Getting Started: Firmware, IP Address & Password 2
2.1 Login 2
2.2 Firmware Update 3
2.3 IP Address 5
2.4 System Information 5
2.5 EEE 6
3.0 Simple System Network Design 7
3.1 System Topology Tips 9
4.0 Programming VLANs 11
4.1 Using one switch for several different types of data 11
4.2 Create A VLAN 11
4.3 Switch Port Mode 11
4.4 Planning the use of VLANs 12
4.5 Assigning Ports to VLANs 13
5.0 Programming a LAG (or Trunk) 15
5.1 Cable Redundancy between two switches 15
5.2 Create a LAG 15
53 Assign a LAG to VLANs 16
6.0 Using Wi-Fi on the same VLAN as Dante 17
6.1 Multicast Filtering 17
7.0 Programming QoS for Dante 18
8.0 Save & Load switch configurations 20
8.1 Backup 20
8.2 Download 21
Appendix 22
Al Settings needed for using this switch with EtherSound 22
A2 Spanning-Tree Protocol 22
A3 IGMP Snooping 25
A4 Trouble-Shooting 28

Switch Log, Cable Check, Reboot & Initialize 29



Setting up a switch for use with Dante

1.0 The advantages of this Switch

This switch is frequently selected for small audio networks using Dante for a number of
reasons:

e Reasonable price and world-wide availability from a reputable company

e Ease of use with a Web-Browser interface

e |Initial settings that work well enough in many cases

e Features such as VLANs, QoS with DSCP, Multicast Filtering, and Spanning-Tree

Protocol

e Optional fibre-optic interfaces

e Every port is 1Gbps capable, and the whole switch can process 40Gbps of data

e Rack-mount kit is included, and it has no cooling fan!
If the requirement is to use just one switch for Dante audio networking mixed with a variety
of control data using a Wi-Fi connection, then this switch is possibly the only option within
its price range.

2.0 Getting Started: Firmware, IP Address & Password

2.1 Login

This switch is easiest to manage via a web interface. Any standard web browser application
can be used. Give the computer an IP address in the same range as the switch.

Internet Protocol Version 4 (TCP/IPv4) Properties |IJ
. . . . I |

The Cisco default is 192.168.1.254, in which s

You can get IP settings assigned automatically if your network supports
case the com puter Could be g|ven an | P this capability. Otherwise, you need to ask your network administrator

for the appropriate IP settings.
address of 192.168.1.100 for example. S B ey
The Teqsas default is 192.168.0.**, so the B Lze e Ilowng 1P addess:

i IP address: 192,168 . 1 . 100

computer can be given an IP address of S T 3
192.168.0.100 for example. Default gateway:

@) Use the following DNS server addresses:
Preferred DNS server:

Alternate DNS server:

|| validate settings upon exit IM
—_— %;
o J[ conel ]

Type the switch IP address into the address bar of the web browser. When the user first
logs in, the default Username is “cisco”. The password is the same. Itis a good idea to
change this, to increase security. But don’t forget it!
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alealn
cisco

“« »+//192.168.0.21/cs TFied0bé/confis © ~ B & X || @ 102,168,021

Switch

Password.

Language

After logging in, the first page shown is the Getting Started menu.

,|||,|||, Small Business

€ISCO  SG 300-20 20-Port Gigabit Managed Switch

GiigSErei .
Seting Stared

Administration
Port Management

VLAN Management
Spanning Tree
MAC Address Tables

IP Configuration

Access Control
Quality of Senvice

2.2

N Initial Setup

Create VLAN

Device Status

tatistics
RMON Statistics
View Log

Firmware Update

Other resources: Suppo

This page provides easy steps to configure your device

Change Device IP Address

Configure Port Seffings

System Summary

t] Forums

I~ Do notshow this page on startup

Quick Access

Change Device Password
Upgrade Device Software
Backup Device Configuration
Create MAC-Based ACL
Create IP-Based ACL
Configure QoS

Configure Port Mirroring

First check the firmware version. Click on the “System Summary” short-cut to view the

information.

System Summary

Interface

Etherlike

GVRP

802.1x EAP
TCAM Utilization

» RMON

» View Log

Administration

Port Management

Smartport

VLAN Management

Spanning Tree

MAC Address Tables

vlv|v[v|[¥|v]~>

Multicast

Port Gigabit Managed Switch

System Summary
System Information

System Operational Mode:
System Description:
System Location:

System Contact:

Host Name:

System Object ID:

System Uptime:

Current Time:

Base MAC Address:

Jumbo Frames:

L2 Mode
20-port Gigabit Managed Switch

Stage-Primary Edit
Andy Edit
switch632a90 Edit

1.36.1.4.1.9.61.83.20.1

0 day(s), 0 hr(s), 12 min(s) and 58 sec(s)
15:07:58,2013-May-02
64:08:14:63:22:90

Disabled

Software Information

Firmware Version (Active Image):

1.3.0.62

Firmware MD5 Checksum (Active Image):
Firmware Version (Non-active):

Firmware MD5 Checksum (Non-active):
BootVersion:

Boot MD5 Checksum:

Locale:

Language Version:

Language MD5 Checksum:

22347hc1ad4(7175526896a565dc71c5
1.2.7.76

01e9f0b7 894 4hf7e8956fhdb3392c
1.1.06
8cBh1f42c0754ab9c70324a815a45M08
en-us

1.3.0.62

A

Compare this to the firmware versions available from www.cisco.com. At the time of

writing, the latest version is 1.3.0.62.
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software.cisco.com/download/release.htmiimyd i=18904&softws O ~ B C X || @ Cisco Systems

MasingResourmeExoeption | MissingResourcsException
alaln

cisco Y

3 Download Cart (Ditlems) 4 Feedback Help

Download Software

Downloads Home > Products > Switches > LAN Switches - Small Business > Cisco Small Business 300 Series Managed Switches >
Cisco SG300-20 20-Port Gigabit Managed Switch > Switch Firmware-1.3.0.62

Cisco $G300-20 20-Port Gigabit Managed Switch

% |} Release 1.3.0.62 Release Notes and Open So ntation | i
Expand All | Collapse All

File Information & Release Date Size
~Latest Releases
1.3.0.62] $x300 Firmware Version 1.3.0.62 21-MAY-2013 658 MB Dowmload
1120 Sx300_FW_13.062r0s
~All Releases 5x300 German (Germany) Language File Version 1.3.0.62 21-MAY-2013 076 MB Download
»11 SX300_LANG_de_DE_1.3.0.62 lang
»1 Sx300 Spanish (LATAM) Language File Version 1.3.0.62 21-MAY-2013 0.73MB ‘Download
SX300_LANG_es_MX_1.3.0.62 lang
$x300 French (France) Language File Version 1.3.0.62 21-MAY-2013 075MB Download
SX300_LANG_fr_FR_13.0.62lang
$X300 Htalian (Haly) Language File Version 1.3.0.62 21-MAY-2013 072MB Download
SX300_LANG_it_IT_1.3062 lang
$x300 Simplified Chinese (China) Language File Version 1.3.0.62 21MAY-2013 068MB Download

Sx300_LANG_zh_CN_1.3.0.62 lang

If you want to upgrade the switch firmware, to make the most of the new features and bug
fixes, first download the file from Cisco’s website. Next, in the left menu of the SG300 web
interface, open the Administration menu, then the File Management sub-menu, and select
the Upgrade/Backup Firmware page. The HTTP/HTTPS transfer method is the simplest way
to upgrade. Select “Firmware Image” as the file type. Browse for the firmware file, and
click [Apply].

wtliar]yy Small Business T T Engiish [ Looon Aot Hep

CISCO 5 300-20 20-Port Gigabit Managed Switch

Idle Session Timeout Save Action: % Upgrade
» Time Settings. r* Backup
» System Log File Type: ®& Firmwars Image
v Fieuawamen 1~ Boot Code
AT ISR
Download/Backup Configur, @ File Name: | Browse... I
Configuration Files Propert
Copy/Save Configuration The firmware is upgraded to the inactive image file. You must activate the firmware using the "Active Image” page.
DHCP Auto C: X
e frshoptye| [ Cancel |
* Disgnostics
The upgrade will take around 3 i, S8 e :
. cisco  SG300-20 20-Port Gigabit Managed Switch
minutes.

Getting Started
» Status and Statistics

Active Image

After that, the switch will need to be

. . . — Active Image: Image 1
rebooted with the image that contains e —— ppmeas
the new firmware: in the Active Image i ) [#etve image ater Reoost 13082[] |

. . Active Image Yersion Number After Reboot: 1.3.0.62
page, select the image with the new g
» System Log [

firmware.
Click [Apply].

4

File Management
UpgradeBackup Firrmiared

Diovwnload/Backup Configur:

Configuration Files Properti

CopwSave Configuration

DHCP Auto Configuration
Rehoot
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Reboot
To Reboot the device click the ‘Reboot’ button.

| Reooot |

Then in the Reboot page, click [Reboot].

To reboot the system and retum to factory default settings, ick the "Reboot to Factory Defaults button.
| Reboot to Factory Defautts |

2.3 IP Address

The IP address of the switch can be changed. In a typical small audio network, it is a good

idea to give the switch a static IP address in the same range as other control equipment on

the network, so the switch performance can be monitored along with the other gear. For

example, give everything an address in the 192.168.0.xxx range. Make sure every device
has a different last number, between 1 and 254. Use a subnet mask of 255.255.255.0.

. e . EelingShoed “| IPv4 Interface
In the Administration menu, select daSlahisyanSlataticn "
- oot | VLAN: 1
“« ic” System Setli
IPv4 Interface. Select the “Static” IP el TS P—
mm & Static
Address type, and enter the new IP Gl M T
Address. IPV6 Addresses MRSk @ Network Mask [265.255.255.0
IPv6 Default Router List  PrefixLength ,— (Range:8-30
After changing the IP Address, the S
IPv6 Route:
user may need to log in again, via Userecouns i
’ Idle Session Timeout @ None
the Web Browser. Make sure again e ff"”"""” B S N
» File Ma t ety e
that the PC has an IP address in the Rt ool epHcE S el
» Diagnostics

same range as the switch.

2.4  System Information

Discovery - Bonjour
» Discovery-LLDP

Ferom] [_caner

Back in the System Summary window, it is a good idea to edit the System Location, System

Contact and Host Name. This is useful for identifying the switch in a system that contains a

large number of similar devices. For example: “FOH Primary” or “Amp Rack-Delay-L1".

arn

Cisco

sm S
SG300-20 20-Port Gigabit Managed Switch

Getting Started
2 - System Summary

System Information

Etherlike System Operational Mode:

GVRP

L2 Mode

gﬁtem Descriglion: ZD-EUI‘ Giaabit Manaaed Switch

Software Information

Firmware Version (Active Image): 1.3.062

Firmware MD5 Checksum (Active Image):  22347hc1ad4f7175526896a565dc71c5

802.1xEAP System Location: Stage-Primary Firmware Version (Non-active): 1.27.76

TCAM Utilization ) _
» RMON System Contact: Andy Firmware MD5 Checksum (Non-active): 01e8f0b789ff44bf7e8956fhdh339f2c
» View Log Host Name: switch632a90 Boot Version: 1.1.06

77777 Systemn Object ID: 1.36.1.4196.1 _33_2-0_1 Boot MD5 Checksum: B8cBh1f42c0754ab9c70324a815a45M08

System Settings A Z L s

: ocale: en-Us

TR System Uptime: 0 day(s), 1 hr(s), 31 min(s) and 32 sec(s)
» Management Interface Current Time: 18:00:36;2013-0ct-01 Language Version: 1.3.0.62

User Accounts Base MAC Address: 64:08:14:63:22:90 Language MD5 Checksum: NiA

Idle Session Timeout

Jumba Frames: Disabled

» Time Settings
» Quatam | nn
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25 EEE

In the interests of saving energy, many switches implement a set of “green Ethernet” or
“Energy Efficient Ethernet” (EEE) functions. With the SG300 this does not normally cause a
problem, but some other types of switch cause the Dante device synchronisation to become
unstable. Therefore it is good practise to always disable the EEE functions.

To disable EEE, open the Port Sl

cisco  SG300-20 20-Port Gigabit Managed Switch

Management menu, and select

Getting Started .
G E h P : » Btatus and Statistics Propemes
reen Ethernet Properties. 2 Stali ond 3
Forthe functions andior parameters configured on this page to become effective,
H “" ” you may have to configure the corresponding port based parameters on Port Seftings page
Disable “Energy Detect Mode”, —
oy 2 . Energy Detect Made: [7] Enable
» Link Aggregation
“" n "
Short Reach” and “802.3 * Green Ethemel Bhafeett & el
Froperties Part LEDs: Enable
. . ” Port Seftings 1
Energy Efficient Ethernet”. + ermenon Fower Savings %
CI' k [A I ] » YLAN Management Curnulative Energy Saved: 0 Watt Hour
IC pp y . » Spanning Tree
b MAC Address Tables 802.3 Energy Eficient Ethernet (EEE] [C] Enahle
» hilulticast
». P Contguatan oy
» Security
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Setting up a switch for use with Dante

3.0 Simple System Network Design

Below is an example system, shown with two Cisco SG300-20 switches. This setup is best
achieved with 2 VLANSs (virtual local area networks): one for Dante and another for the
Control data (CL-StageMix on iPad, CL-Editor on a PC, Amp Controller, etc.). Because two
fibre cables are used between the switches to provide redundancy, a Link Aggregation
Group (LAG) needs to be programmed.

Optionally, a third VLAN could be used for Dante Secondary ports. The Dante Secondary
network always needs to be completely separate from the Primary network. The most
effective way is by using separate switches, but if that is not possible due to budget or space
constraints, then VLANs can be used. It will provide redundancy for the cables, but not for
the switches.

Control

Cisco SG300-20 x2
= cable redundancy.

| StageMix
Bl foriPAD

Dante

System Example 1: VLANS to separate Dante and Control data.

A second example using the same concept is shown below, with different VLANs used for
different sections of the audio system. In a typical touring system, different engineers will
have different responsibilities. For example, the headline band’s engineer will not be
interested in sharing his system with the support band engineer. And the PA system
engineer will want complete independence for his system. It makes trouble-shooting easier.
In such an example, the mixing systems will have an audio link to the PA processing system
via AES/EBU with sample-rate converters (by using a Yamaha MY8-AE96S card in DME64N
for example).
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i fociance e e Processing
System pt iz

Headline Support

Mixing Mixing
System System
Cisco SG300-20 x2
= cable redundancy.
Support
Mixing

Headline
Mixing
System

System

trivivivin .. Processing ] e e
System

....................

System Example 2: multiple VLANS for segmenting the audio system.

A third system example shown below is a fully redundant system, where a separate
secondary Dante network is created. For correct operation, the Primary and Secondary
networks must not be linked. If any switch or cable fails, audio will not stop. In this case,
Link Aggregation Groups are not required. More switches could easily be added in a daisy-

chain or star configuration, to connect all the amplifier racks.
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| CL-Editor,
= Amp Editor

......................

Control

Cisco SG300-20 x4
= cable & switch redundancy.

Dante:
- Secondary

)Ni-Fi = =

il . =
lante Virtual Sotindcard |

System Example 3: Redundancy for Dante.

3.1 System Topology Tips

It is good practise to design a system with as few switches in the audio signal flow as
possible. This will enable the Dante network to utilise lower latency settings. This means a
star topology would be preferred over a daisy-chain or ring. In the diagram below, the star
has a maximum number of 3 switches in any audio path between Dante devices. Whereas
with a ring, there will be up to 6 switches in the audio path.

Dante Dante Dante Dante Dante Dante

Switch Switch Switch Switch Switch Switch

Switch Switch Switch Switch Switch Switch

Dante Dante Dante Dante Dante Dante
Star Topology Ring Topology

A ring topology should only be used when Spanning-Tree Protocol is enabled on the
switches. Spanning-Tree Protocol automatically detects rings or loops in a system, and will
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block them temporarily. If a topology change is detected, the block link may become active

again if it is necessary for getting the data to its required destination. If a network ring is

created without using Spanning-Tree Protocol, it will be much like creating an audio

feedback loop by placing a mic too close to a loud speaker: the network will become
overloaded with data and may crash! With Dante, because of how its redundancy
mechanism works, there is no need to use a ring topology.

Spanning-Tree Protocol can cause periods of
unwanted silence in a system when there is a
fault, so it is best avoided with Dante
networks. Dual redundant stars are therefore
the preferred method of redundancy. They
are easier to setup, maintain, and trouble-
shoot, as well as allowing for lower latency
audio.

Page 10
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Dante Dante Dante
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—
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Redundant Star Topology
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Setting up a switch for use with Dante

4.0 Programming VLANs

4.1 Using one switch for several different types of data

Though Dante network data can co-exist with most other types of network data, it is
sometimes best avoided to make system management and trouble-shooting easier. That is
where VLANSs are useful: Virtual Local Area Networks sharing the same cables and switches,
but otherwise completely separated. In this way the management of Dante devices can be
separate from other audio control devices. And non-audio devices used by other people,
such as DMX-Ethernet converters for lighting control can also be kept apart. Of course,
separate switches could be used for each type of data, but by sharing the network
hardware, cost and space are saved.

Using different VLANs for Dante Primary and Dante Secondary networks is a low cost form
of redundancy: if any cable breaks, there is no loss of audio.

4.2 Create A VLAN
To create some new VLANSs in the switch, Getiing Started

» Status and Statistics SIEt L
open the VLAN Management menu, and |, agministiation VLAN Table
» Port Management ™ | VLANID | VLAN Name Type
select the Create VLAN page. —— = ; e
| 2 Dante Primary Static

F)efau!tVLAN Setings | 3 Dante SupportBand  Static
Interface Settings Add... C
Portto VLAN
Port VLAN Membership
GVRP Settings

» VLAN Groups

» Voice VLAN

Click [Add...], and give the VLAN a name A e st =

and number. Use the same numbers on ‘5_} http://192.168.0.21/cse7bdebbe/Vmember/bridg_vlan_properties_a.htm 2

all the switches in the system, or else @ VAN
VLAN ID: 2 2

VLAN Name: [Dante Primary] 13/32
The name is not important for the VLAN S

they will not be able to communicate.

to function: it is just for the network | |

administrators’ reference. feAppiyd [ Close |
Add as many VLANSs as are needed: there
could be a different VLAN for each port in a100% -
the switch!

4.3 Switch Port Mode
Next, the VLAN mode should be set for each port of the switch. This is not essential to do,
but it will avoid confusion when programming VLANs.
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Open the Interface Settings page Geting Started Rerfate Settings
. » Status and Statistics
In the VLAN Management menu' : :::inis"aﬁon Success. To permanently save the configuration, go to the Copy/Save
By default, all ports are set to > Smarpart | Sottng Table D
”Trunk” mode’ Wh|Ch means they .Ii)etauit\/LAN Settings | Ffltirrzwlnterfacg Type”equarlﬂs to Port ~ @" B -
. . EntryNo. | Interface = Interface Administrative = Frame Ingress
are all capable of carrying multiple B | VLAN Mode PVUD | Tye | Fittring
.. Port VLAN Membershi & 1 GE1 Access 1 AdmitAll Enabled
VLANSs. HOWEVGF, this is onIy GS/RPSemn:'sn = s 2 GED Access 1 AdmitAll Enabled
. » VLAN Groups | C 3 GE3 Access 1 AdmitAll Enabled
necessary for the ports that linkto | » veeewunr |- 3 Ged Acess 1 AdmitAl Enabled
. . ; ﬁcuietzfn:fm' :zﬁﬁ.igm C 5 GE5S  Access 1 AdmitAll Enabled
other switches in the network. By | * cuomert % g — 3 AMncAll Eniied
. “ ” » MAC Add Tabl o 7 GE7 Access 1 AdmitAll Enabled
setting all other ports to “Access 2 WAC ddross Tabls Fa g e
: : » PC . 9 GE9  Access 1 AdmitAll Enabled
mode, the VLAN programming will e | 10 GE10  Access 1 AdmitAll Enabled
be Slmpllfled. this W|” I|m|t each » Access Control | C 11 GEM Access 1 AdmitAll Enabled
: » Quality of Service \ L 12 GE12 Access 1 AdmitAll Enabled
port tO one VLAN Only WhICh |S > SNMP C 13 GE13 Access 1 AdmitAll Enabled
’ | o 14 GE14  Access 1 AdmitAl Enabled
perfect for connecting to the audio [EEatichss S drcess AAkie e
| 16 GE16  Access 1 AdmitAll Enabled
and control equipment. C 17 GE17  Access 1 AdmitAll Enabled
| s 18 GE18 Access 1 AdmitAll Enabled
i 19 GE19  Trunk 1 AdmitAll Enabled
| c 20 GE20  Trunk 1 AdmitAll Enabled

Select port 1 (GE1) and then click [Edit]. iﬁd‘*w“Se*ﬁns_-__Vf"dfﬁs_"m{"e{fxv'fff e
The Edit Interface Settings window will - 7 —
Interface: @ Pot GE1 ~ LAG
open. Select “Access” Mode and click iteriace VLAN Hode:
[Ap ply] . " Customer (The switch will be in Q-in-Q mode when it has one or more customer ports.)
}-:Mply—{ Close
®100% ~

Now the setting of port 1 can be quickly copied | = copysettings - Windows Internet Explorer =8 o =<
to the Other pOFtSZ SElECt GEl agaln, and C||Ck |§} http://192.168.0.21/cse7bdebbe/config/copyDialog.htm 2
[Copy Settings]. Enter “2-18” into the Copy Copy configuration from entry 1 (GE1)
Settings window, and click [Apply]. Now only ol = e
ports 19-20 will still be Trunks: these are the fhpplyf | Close |
ports normally used to link with other switches
in the network.

®100% ~

4.4 Planning the use of VLANs

As standard, all ports are assigned to VLAN 1, the default VLAN. It is convenient to use the
default VLAN for all control data, as the default VLAN is also used to manage the switch.
Any port that needs to be used for the Primary Dante network, assign to VLAN 2 for
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example. Any switch port used by the support band equipment needs to be assigned to
VLAN 3 as another example.

Plan how many ports are needed for each VLAN, and make a note of the required
assignments. It is a good idea to have the same assignment for each switch in the system: it
will make trouble-shooting and servicing easier: switches can easily be swapped without
being reprogrammed. “Trunk” ports that are used for connecting to other switches in the
network might need to carry multiple VLANSs.

NOTE:
Always keep at least one port assigned to VLAN1. This is needed for the web-browser

interface! If you change the VLAN assignment for the port being used by the PC to
communicate with the switch, communication will be lost!

4.5 Assigning Ports to VLANs

In the Port to VLAN window, select the required VLAN at the top, and then click [Go]. This
will display the port assignments to that VLAN. Now assign ports to that VLAN by choosing
“Untagged”. “Untagged” basically means that any data will be allowed into the switch via
that port, and it will be assigned to the chosen VLAN.

Getting Started
» Status and Statistics
» Administration

Port to VLAN

/2?’359 Success. To permanently save the configuration, go to the Copy/Save Configuration page or click the Save icon.

» Port Management
» Smartport

Fiter  VLANID equalstd 2 v AND Interface Type equalsto Port ~ | Go | |

Default VLAN Settings
Create VLAN
Interface Settings

Port VLAN Membership
GVRP Settings
» VLAN Groups
» Voice VLAN
» Access Port Multicast TV VLAN
» Customer Port Multicast TV VU
» Spanning Tree

» MAC Address Tables

» Multicast

> IP Configuration

» Security

» Access Contral

Interface

Forbidden

Excluded

Tagged

Untagged

Multicast TVVLAN
PVID i

-

GE1 GE2 GE3 GE4 GE5 GE6 GE7 GE8 GE9 GE10 GE11 GE12 GE13 GE14 GE15 GE16 GE17 GE18 GE19 GE20

fetpplys| [ cancel

J [ Port vLAN Membership Table |

For the Trunk ports, choose “Tagged” for all new VLANs (Trunks should remain “Untagged”

only for VLAN 1). In the example above, ports 5-8 are assigned to VLAN2, and ports 19-20

are Tagged with VLAN2. Because ports 19-20 will link with other switches in the network,

they need to carry all VLANs. By having the VLANs tagged, the data will be kept separate.

For all the other ports, choose “Forbidden” to make sure the data from VLAN2 will not pass

through them.

NOTE:

If ports 19 and 20 are to be used as a redundant link to the same switch (as a Link

Aggregation Group), then keep those ports with their default settings for now
(Untagged with VLAN1, Excluded from all other VLANs).
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VLAN3 can be assigned in a similar way: ports 9-12 are “Untagged” and ports 19-20 are
“Tagged” again.

Getting Started
T Port to VLAN
» Administration . . . -
Success. To permanently save the configuration, go to the Copy/Save Configuration page or click the Save icon.
» Port Mlanagement
» Smartport
- VLAN 1ag ent Filter. VLANID equalsto 3 - AND Interface Type equalsto Port v
Default VLAN Settings
Create VLAN Interface GE1 GE2 GE3 GE4 GE5 GE6 GE7 GE8 GE9 GE10 GE11 GE12 GE13 GE14 GE15 GE16 GE17 GE18 GE19 GE20
Interface Settings Access G o G o] e o ¢ G o G ¢ o] e o g G ¢ G C &
& & & e g i8 e e & ¢ & e g i8 i e & e ol g
FELEE HULRER $ 9 o & ‘9 .8 ‘v & & @9 e & ‘¥ . ‘# & & ' & ¢
SIS eltioe 6 @ i e & g e ‘e s & ¢ g & g e ‘e s & g g &
» VLAN Groups e ; ' 2 ; ' 2 : ;
» Voice VLAN Forbidden # 6 6 & 6 & & & C € € C 6 & & 6 & & C
» Access Port Multicast TVVLAN | Excluded & & & & @ & & ® & @ & & @ & & © & o & @
» Customer Port Multicast TVVL | Tagged o g e g gl gl e e @ ‘g @ g ¢ 8 s g ‘g ‘g g g
» Spanning Tree Untagged 9 ® & 8 & © ‘& ‘€ g I 9 g @& & & & ‘@& ®© @& @
» MAC Address Tables e N e e e e e (e e e & ¢ @ & & (o & @ & ¥ & 8
> Multicast PVID B ® = B O OE N B % % 2 @ ®% = B 5§ #®@B =2 ® |B
» IP Configuration
> Security {sApplys [ Cancel | [ PortVLAN Membership Table
» Acress Control

As a result, the settings for VLAN1 will now look like this:

Getting Started
T Port to VLAN
: :dor:;:;s":agh:n:em Filter. VLANID equalsto 1 = AND Interface Type equalsto Port v
2sSmanpor Interf GE1 GE2 GE3 GE4 GES5 GE6 GE7 GE8 GE9 GE10 GE11 GE12 GE13 GE14 GE15 GE16 GE17 GE18 GE19 GE20
ot tlsindd e £ £ € £ f f £ € £ £ € £ € € £ & £ & C €
ElEte e & ©® © © & & ‘s ‘s @ ®» © & & @& & & & & o9 o
ﬁ::':c:"s";'ﬁngs @ g @ g @ g de g g s @ g 9 9 iy e ‘& g @ g
Port to VLAN Custome ¥ 0 & @ » 9 8 & & 60 & & 9 9 &8 & § 60 & @
POt VLAN i Forbi $ & @ & @ & @ &€ ® & @ & @ & & &€ & § @ @
GVRP Settings Excluded $ @ & & g agl sg g g g g iy g 8l e ‘e iy @ & @
> VLAN Groups Tagged & @ @ o o c C C & @ @ C c C C 8 @ @ rs c
AL Untagged 59 0 o g lw lw & & & s & @& @@ o o 9 9 o 9 9
: gﬁ:;:’gxm;igm MBCSEINEAN D e e e T e e
»--Spanning e PVID ~ | ~ v r r Ji gl i i Fl r ~ I~ ~ | ~ | ~ v
» MAC Address Tables
e [sApplyd [ Cancel | [ PortVLAN Membership Table

It is necessary to actually “Forbid” the excluded ports from VLAN1, to complete the VLAN
programming.

Confirm the VLAN Geling Started

T Port VLAN Membership
H H H ini F - Forbidden member T-Tagged member U - Untagged member I - Internally used VLAN P-PVID
assignments by viewing the [« e e & :
. » Smartport
Port VLAN Membersh|p T T Filter:  Interface Type equalsto Port ~
Default VLAN Settings Interface | Mode i VLANs | Operational VLANS | LAG
ta b I e. Croal L 801 C  GE1 Access  1UP, 2F, 3F, 4F 1UP
Interface Settings C GE2 Access 1UP, 2F, 3F, 4F 1UP
C cE3 Access  1UP, 2F, 3F, 4F 1P
GVRP Settings C GE4 Access  1UP, 2F, 3F, 4F 1UpP
" . oy s N » VLAN Groups T GES Access  1F, 2UP, 3F, 4F 2UP
At this pointitisa gOOd idea > Voice LAN C GES  Access 1F,2UP,3F 4F 20P
> Access PotMulicast VLAY | ~ g7 access 1F,2UP, 3F, 4F 20P
. » Customer Port Multicast TV
to save the settings, so they |, camngree BEE MU SRS AR
» MAC Address Tables 5 958 —— .
H - C GE10  Access 1F,2F,3UP, 4F 3up
are kept after the poweris  juses R
7 € GE12  Access 1F,2F,3UP,4F 3up
turned off. (See page 20). o CGE  Aeosss AP 40P
» Quality of Service C GE14  Access 1F,2F, 3F, 4UP 4up
» SNMP C GE15  Access 1F,2F,3F,4UP 4UP
€ GE16  Access 1F,2F,3F, 4UP 4uP
C GE17  Access 1UP,2F,3F,4F 1upP
C GE18  Access 1UP,2F,3F, 4F 1UP
C GE19  Tmunk  1UP,2T,3T 4T 1UP, 2T, 3T, 4T
C GE20  Trunk  1UP,2T,3T,4T 1UP, 2T, 3T, 4T
Details
F - Forbidden member T-Tagged member U - Untagged member 1 - Internally used VLAN P-PVID

Page 14 Yamaha Commercial Audio




Setting up a switch for use with Dante

5.0 Programming a LAG (or Trunk)

5.1 Cable Redundancy between two switches

A LAG is a Link Aggregation Group. Some other switch manufacturers call this a Trunk. It
allows multiple cables to make the same connection between switches. Itis a form of cable
redundancy: if one cable fails, the other one continues to carry all the data, so long as the
bandwidth is not exceeded. With a 1GB bandwidth, the link is good for over 500 Dante
audio channels at 48kHz, 24-bit. Note that this form of redundancy is not perfect: it can
result in 0.5 to 1 second of silence after a break or a repair.

If the switch has just 2 fibre ports and they each need to connect to a different switch, then
there is no reason to create a LAG. (Though of course a LAG could be created using two
copper ports).

Before creating a LAG, make sure that the required ports are excluded from all VLANs other
than the default VLAN1. Normally the LAG will be created to use ports 19 and 20: the two
ports with optional fibre modules.

5.2 Create a LAG
To create a LAG, first open the Port Management menu, and select the LAG Management
page. Then select LAG1 and click [Edit].

Getting Started

» Status and Statistics LAG Manag?menfm - )
RacOdminiabakon Load Balance Algorithm: = MAC Address

~ PortManagement | " IPIMAC Address

Port Settings — — —
v Link Aggregation }_WV'_J l Cancel
tﬁpsem"‘-’s LAGManagement Table ‘ _

x-Chean Eihemdt | LAG | Name LACP | Link State  Active Member | Standby Member
» Smartport 9 LAGT Link Not Present.
» VLAN Management —  LAG2 Link Not Present
» Spanning Tree ~  LAG3 Link Not Present
» MAC Address Tables LAG4 Link Not Present
» Multicast " LAGS Link Not Present
» |P Configuration T LAGSE Link Not Present
> Security . LAGT Link Not Present
> Access Control C  LAGS Link Not Present
» Quality of Service I
» SNMP e ——
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In the Edit LAG MemberShip WindOW, (2 Edit LAG Membership - Windows Intemet Explorer ==
give the LAG a suitable name jUSt for [ @ http://192168.0.21/cseTbdebbe/Bridgelf/bridg_interface_lagMembership_e htm?|lag_Data_Thi]Queryifindex=1000"[+ B
7
LAG: 1

reference. You don’t need to enable

LAG Name: W 11164 C
LACP. Select the LAG members from LR [ Enavle
the port list: GE19 and GE20 in this — LAG Mempers:
case. Click [Apply]. G |eez

GE13
GE14
GE15 r
GE16 £
GE17
GE18 22

}——m—-{ Close

#®100% v

5.3 Assign a LAG to VLANs

Once a LAG has been created, it needs to be assigned to VLANS, in the same way as a single
port is assigned. The LAG should be left “untagged” for VLAN1, and “Tagged” for all the
other VLANs.

This can be edited back in Goliontisition Port to VLAN
» Status and Statistics
the VI‘AN Management : gz:::.:r:;a;:’_’;em Filter: VLANID equalsto 1 v AND Interface Typel equalsto LAG v | Go
menu, in the Port To VLAN RaSmaiinot: Interface 1 2 3 4 5 6 71 8
page. Select “LAG” inthe | obemutwansetings S e
Create VLAN - ~ ~ ~ ~ ~ . -
filter at the top of the Intertace Setings S B L o
H H Port VLAN Membership Forbidden C C C C C C C c
window, then click [Go]. g Cotuon = e BNl s
: . » VLAN G A = %
Then edit each VLAN setting | ; vocevan S SRR S T T
. » Access Port Multicast TV VLAN ) > = A= v - -~
in turn for LAG 1. > CustomerPorthuticastylf | MUMSRSITVVLAN 00 0000
» SpanningTree | | PP 2 - -
: x::;:::ress fieien [sapply| [ cancel || PortVLAN Membership Table

The most likely assignment for LAG 1 is to be “Untagged” with VLAN1 and “Tagged” with all
other VLANs. LAGs 2-8 are unlikely to be used, unless the switch is placed at the centre of a
star topology and cable redundancy is required.

Getting Started 2
H Port VLAN Membershi
The overall VLAN assignment can » stats ang statistics P
» Administration F - Forbidden member T-Tagged member U - Untagged member
be checked in the Port VLAN » PortManagement e
. . » Smartport
Membersh|p page, by selectmg Filter:  Interface Type equalstof LAG ~ | Go
SRRV |
“ ” - P Default VLAN Settings Slirteriace s |iModas | Adminishatve VEANSZ Qperalional MLANs -
LAG” as the filter and clicking mlien 3
[Go] :‘Z‘?C\?Liimngs C LAG2  Tunk 1UP 1UP
: o C LAG3  Tunk 1UP 1P
C LAG4 Trunk  1UP 1UP
» VLAN Groups © LAGS Trunk  1UP 1UP
» Voice VLAN " LAGSE Trunk  1UP 1UP
» Access Port Multicast TV VLAN ~ LAGT Trunk  1UP 1UP
» Customer Port Multicast TVVLE |
—_—— ——4 | € LAGS Trunk  1UP 1UP
» Spanning Tree — = s -
» MAC Address Tables Join VLAN... | [ Beals
BaMulticash F - Forbidden member T -Tagged member U - Untagged member
» IP Confiauration

Remember to save the settings in the switch (see page 20), and now it is ready to perform a
wide range of tasks. Read on for further details about settings for more specialist duties.
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6.0 Using Wi-Fi on the same VLAN as Dante

In many cases, communication data needing Wi-Fi will be kept on a separate VLAN to Dante
data, so no special settings are required. However in some instances, Wi-Fi communication
will be required to share the same VLAN as Dante. Using Lake Controller on a tablet PC to
communicate with Lake LM44 or LM26 and Lab.Gruppen PLM amps is one example. In this
case some extra settings are required. This is because Dante networks contain a certain
amount of multicast data which can overload a Wi-Fi device. The solution is to filter out this
multicast data from the Wi-Fi network.

6.1 Multicast Filtering
Open the Multicast menu, and view the Unregistered Multicast page. For the ports that are
connected to Wi-Fi devices, select “Filtering” and click [Apply].

Getting Started
» Status and Statistics
» Administration

Unregistered Multicast

»Bork Filter: Interface Type equalsto Port v | Go
paSmalpor Port GE1 GE2 GE3 GE4 GE5 GE6 GEJ| GE8 [BE9 GE10 GE11 GE12 GE13 GE14 GE14 GE16|BE17 GE18 GE19 GE20
> VLAN F ing = o g - q g - - o o o - - - - * - g g o
> Spanning Tree fitetng ¢ ¢ ¢ c ¢ ¢ el ¢ ¢ ¢ ¢ ¢ clele ¢ ¢ ¢
» MAC Address Tables

—

Properties

MAC Group Address

IP Multicast Group Address
IGMP Snooping

MLD Snooping

IGMP/MLD IP Multicast Group

Multicast Router Port

Now Wi-Fi control can be used on the same VLAN as Dante (though Dante audio cannot be
transmitted over Wi-Fi, and Dante Controller software will also not function over Wi-Fi).

Note:
If the “Wireless DCP” iPhone app is being used with Yamaha MTX3 or MTX5D, all
ports should be kept in a “Forwarding” state, because this app uses Multicast data to

detect the devices in the network. In that case, follow the advice in Appendix A3,
regarding “IGMP Snooping”.

Page 17 Yamaha Commercial Audio



Setting up a switch for use with Dante

7.0 Programming QoS for Dante

In the majority of small audio networks, where all Dante devices have 1GB ports and there is
little or no other data sharing the switch, QoS settings will not be important. However, as
the channel count increases, or as other data types increase in bandwidth, editing the QoS
settings will have benefits. Also, if some Dante devices in the system have 100MB ports, the
correct QoS settings will be essential. Dante uses the DSCP type of QoS (Quality of Service).
Different types of data are given different levels of priority. Timing data is most important,
followed by audio and then control. All other data is of minimum importance.

Getting Started
Status and Statistics

QoS Properties

Administration QoS Mode: () Disable

Open the Quality of Service menu, then

Part Management @ Basic

Smartpart ) Advanced
YLAN Management

>
»
>
>
>
» Spanning Tree [—Pepw—” Cancel ]
>
»
N
>

open the General sub-menu, and select
the QoS Properties page. Select the

MAC Address Tables

Interface CoS Configuration Table
Multicast d

o« w2 H
Basic” mode for QoS, and click [Apply]. | #censuaian Fiter frterce Type exuals o Port <]
Security [l Entry No. | Interface Default CoS
» Access Control ] 1 GE1 i}
B 2 GE2 ]
¥ General [ 3 GE3 i}
4 GE4 1}
Queue 0
COSIB02.1p 10 Queve ] 5 = v
DSCP to Queug O 6 GEB o
Bandwidth [T 7 GE7 a
Egress Shaping Per Gueue D o GES 0
WLAN Ingress Rate Limit 9 @ a
TCP Congestion Avoidance ]
» QoS Basic Mode ] 10 GE10 0
b QoS Advanced Mode [F] 11 GE11 1}
» QoS Statistics [ 12 GE12 i}
SR " 11 GE13 i
Getting Started
Now select the DSCP [\ saus anssassies PERE Qe
> Admini DSCP to Queue Table
to Queue page. > Port Ingress DSCPriouiputoueue Ingress DSCP  Output Queue | Ingress DSCP = Output Queue | Ingress DSCP VOu(pthueue |
hefipasingG 0(BE) 1 16(CS2) 1 32(Cs4) 1 48(CS6) 1
1 » VLAN Management 1 4 1% 17 T 33 1+ 49 91 v
Make the following R ; L T e = i
. . » MAC Address Tables
settings, then click pblicasi - : i : = : . L
== 4 1.5 20 (AF22) G i 36 (AF42) s g 52 1w
[A I]. :sr 5 1w 21 1 v 37 1 53 f'iw
pply|: el 6 1~ 22 (4F23) 1~ 38 (4F43) 1~ 54 T
» Access Control = 1 . 7
Set 56 (CS7) to 4, S Cene 8(Cs1) 2 24(C83) T 40 (CS5) 1~ 56 (CS7) 4 v
QoS Properti - T 25 1 41 1
Set 46 (EF) to 3, Queue 10 (AF11) 1 26 (AF31) 1 2 1 s Tor
i 1 1~ 27 1~ 43 1 59 1~
Set 8 (CS]_) to 2' 12 (AF12) 1 28 (AF32) 1+ 44 1+ 60 1
Egress Shaping Per Queue| | 13 v 29 g - — 61 s
VLAN Ingress Rate Limit 14 (AF13) 1 30 (AF33) T~ 82 e
Set a” Others to 1' TCP Congestion Avoidance 15 1~ 31 1 v . > 63 1~
: g:g BiSICMZd;ode | ml Cancel Restore Defaults l
> QoS Statistics Queue 1 has the lowest priority, queue 4 has the highest priority.
» SNMP
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Now to enable the DSCP scheme, open [ cetingstaried

Global Settings

. » Status and Statistics
the QoS Basic Mode sub-menu, and > Adminisiration -
. » Port Management LI, 3 g;gﬁmm
select the Global Settings page. — e
Set “DSCP” as the Trust Mode. Bamfl=3 3030 € MENTh Overtide Ingress DSCP: [C| Enable
. » Spanning Tree

Then click [Apply] P MAC Address Tables DSCF Dverride Tahle H—D«ppk—” Cancel
O . b h r Multicast

nce again, remember to save the > I Configuration
configuration (see page 20). a1

» Access Control

¥ General
QoS Properties
Queus
CoS/802.1pto Queue
DECP to Queue
Bandwidth
Egress Shaping Per Queue|
VLAN Ingress Rate Limit
TCP Congestion Avoidance
* QoS Basic Mode

Interface Settings
» Q05 Advanced Mode
» Q05 Gtatistics

» ShMP

Correction:

In a previous version of this document, it wrongly stated to use the “Not Trusted”
Default Mode in QoS Advanced Mode, Global Settings. Advanced Mode can still be
used as an alternative, but it must have “Trusted” status for DSCP.

Note:
In a mixed traffic environment, such as an office installation, and especially where a

VolIP telephone system is used, these DSCP settings might need to be modified. Such
modification is best left to a qualified network consultant who understands the
various needs of all the services making use of the network.
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8.0 Save & Load Switch Configurations

If you don’t save the switch configuration, all the new settings will be lost after power is

turned off. To save the settings, first click on the flashing “Save” icon at the top of the web

browser window. Or open the Administration menu, then the File Management sub-menu,

and view the Copy/Save Configuration page.

stfter]y, SmallBusiness

€Isco  SG 300-20 20-Port Gigabit Managed Switch

Getting Started
» Status and Statistics

System Settings

Copy/Save Configuration

Y All configurations that the switch is currently using are in the running configuration file which is volatile and is not retained between reboots.
To retain the configuration between reboots, make sure you copy the running configuration file to the startup configuration file after you have completed all your changes.

s e e CTIY e

= S ——

» Management Interface
User Accounts
Idie Session Timeout
» Time Settings
» System Log
v File Management
Upgrade/Backup Firmwa
Active Image
D Confi¢

Source File Name:

Destination File Name:

Save Icon Blinking:

" Startup configuration
" Backup configuration
" Mirror configuration
= Startup configuration
" Backup configuration

Enabled

* Running configuration

Configuration Files Props

[s=~#pplyf [ Cancel || Disable Save Icon Biinking |

DHCP Auto Configuratior

Reboot

» Diagnostics
Discovery - Bonjour

» Discovery- LLDP

» Discovery- CDP
Ping
Traceroute

v Port Management

Select the “Running configuration” as the Source File, and the “Startup configuration” as the

Destination File. Then click [Apply]. The process should take around 10 seconds to

complete.

8.1 Backup

To backup the settings from the switch to the computer, so the same settings can be loaded

into another switch, view the Download/Backup Configuration page in the same menu.

Select the “via HTTP/HTTPS”
Transfer Method, and select
the “Backup” Save Action.
Then select the “Running
Configuration” as the Source
File. Click [Apply].

The resulting .txt file can be
saved in the normal way via
the web browser.

Page 20

Getting Started

» Status and Statistics

“| Download/Backup Configuration/Log

System Settings
Console Settings
» Management Interface
User Accounts
Idle Session Timeout
» Time Settings
» SystemLog
v File Management
Upgrade/Backup Firmwa
Active Image

Con
Configuration Files Prop:
Copy/Save Configuration
DHCP Auto Configuratior
Reboot
» Diagnostics
Discovery - Bonjour
» Discovery-LLDP

1

Transfer Method:

-

Save Action:

Source File Type: @

Sensitive Data:

via TFTP
via HTTP/HTTPS
via SCP (Over SSH)

Download

Running configuration

Startup configuration
Backup configuration
Mirror configuration
Flash Log
Exclude
Encrypted
Plaintext
Available sensiive data options are determined by the current user's SSD rules

oo oo
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8.2 Download

To download a configuration from the computer to the switch, a lot of programming time
can be saved. Use the same page in the web interface: Download/Backup Configuration.

Select the “via HTTP/HTTPS” Transfer
Method, and select the “Download”

Getting Started &
» Status and Statistics

Download/Backup Configuration/Log

é . S s | ‘ Transfer Method: ~ viaTFTP
. ystem Settings | & via HTTP/HTTPS
Save Action. Browse for the Source Console Seftings | C via SCP (Over SSH)
» Management Interface
. “u . . . ”
File, and select “Running Configuration Sl Save Action " oo
( u|

as the Destination File. Click [Apply].

v

Time Settings

System Log # Source File Name: Browse...

File Management

v

<

The process will normally take around UpgradelBackup Firmwa Destination File Type: & Running configuration

10 seconds to complete.

(" Startup configuration
" Backup configuration

Configuration Files Prop: |

Copy/Save Conﬁgurauon m [—m

DHCP Auto Config!
Reboot

With older firmware versions, the “Running Configuration” option was not available as the

Destination File. An option is to select “Startup Configuration”. In that case, the switch will
need to be rebooted after the download for the settings to take effect (see page 27).

Note:

If the IP address contained in the new file is different to that of the switch’s current IP
address, communication with the PC may cease, and will need to be re-activated

using the new IP address.

There is a way to check and edit
the IP address before downloading
the file to the switch: simply open
the file with a text editor. Find
where the IP address is listed, edit
it, and save it. Now download it.
Quick and easy!
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]| running-config-test - Notepad (E=H EcH |

File Edit Format View Help

kconfig-file-headerswitche54760v1.2.7.76 / R750_NIK_1_2_584_002CLI v1.0file SsD indicator
encrypted@ssd-control-start ssd config ssd file passphrase control unrestricted no_ssd file
integrity control ssd-control-end CbOandb1f3alaf424430033’19968C0 'vlan databasev]an 2-4 exit
voice vlan oui-table add 000le3 siemens_AG_phon voice vlan oui-table add 00036b E
Cisco_j ghone voice vlan oui-table add 00096e Avaya. vo1ce vian
oui-table add 000fe2 H3C_Aolynk. voice vlan oui-table add 0060b9
Philips_and_NEC_AG_phonevoice vlan oui-table add 00d0le Pingtel_phoni voice vlan
oui-table add 00e075 Polycom/veritel_phone___voice vlan oui-table add 00e0bb
3com_phone. ostname switche54760snmp-server Tocation FOH-| Pr1marysnmp server

ttp timeout-policy 1800 http-only 'mterface vian 1 ip address
192.168.0.21 255.255.255.0 no 1p address dhcp !interface vlan 2 name "Dante Primary" !

[.]J rt Band" !interface vlan 4 name "Dante PA System™ !interface
1 switchport forbidden defau1t -vlan !linterface g1gab1tethernet1 bridge multicast unregistered
filtering switchport mode access switchport forbidden vlan add 2-4" !interface
gigabitethernet2 switchport mode access switchport forbidden vlan add 2-4 !interface
gigabitethernet3 switchport mode access switchport forbidden vlan add 2-4 !interface
gigabitethernet4 switchport mode access switchport forbidden vlan add 2-4 !interface
g1gab1tethernet5 5w1tchgort mode access switchport access vlan 2 switchport forbidden vian
3-4 switchport forbidden default-vlan !interface g1gab1tethernet6 switchport mode access
switchport access vlan 2 switchport forbidden vlan add 3-4 switchport forbidden default-vian
tinterface 1gab1(ethernet7 switchport mode access switchport access vlan 2 switchport
forbidden vlan add 3-4 switchport forbidden default-vlan !'interface gigabitethernet8
switchport mode access switchport access vlian 2 switchport forbidden vlan add 3-4 switchport
forbidden default-vlan !interface gigabitethernet9 switc Eorc mode access switchport access
vlan 3 switchport forbidden vlan add 2,4 switchport forbidden default-vlan !interface
gigabitethernet10 switchport mode access switchport access vian 3 switchport forbidden vian
add 2,4 switchport forbidden default-vian !interface g1gab1ce(hernet11 switchport mode access
smtchport access vlan 3 switchport forbidden vlan add 2,4 switchport forbidden default-vlan
tinterface ?1gab7tethernet12 switchport mode access smtchport access vlan 3 switchport
forbidden vlan add 2,4 switchport forbidden default-vlan !interface gigabitethernetil3
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Appendix

Al

Settings needed for using this switch with EtherSound

EtherSound audio networks require careful management. The EtherSound data must not be
mixed with any other type of network data, so must be isolated by VLANs. It is strongly
advised not to put EtherSound on VLAN1, which is the default VLAN used for switch
management. The following settings need to be disabled, as they interfere with the

EtherSound audio data.

Open the Administration menu, and view the

Getting Started

» Status and Statistics

Discovery-Bonjour page. Un-check “Enable” and
click [Apply].

System Settings
Console Settings

» Management Interface
User Accounts
Idle Session Timeout

» Time Settings

» System Log

» File Management
Reboot

Discovery - Bonjour

Discovery: [~ Enable

oty [ cancer |

» Discovery- CDP
Ping
Traceroute

» Port Management

Open the Discovery-LLDP sub-menu and view [ cemesaes ——— -T'5 =
roperties
» Status and Statistics
. « ”
- . LLOP
the Properties page. Un-check “Enable” for S ove
. Console Seftings LLDP Status [~ Enable
the LLDP Status, and C||Ck [Apply] » ManagementInterface LLDP Frames Handling & Filtering
User Accounts ~ Flooding
Idle Session Timeout
» Time Settings ﬁ
» SystemLog
*» File Management ~
Reboot ~ ’7
» Diagnostics
Discovery - Bonjour
+ Discovery - LLDP
| Properties | L -
Port Settings b
LLDP MED Network Polic
LLDP MED Port Seftings -
LLDP Port Status s !7
LLDP Local Information
LLDP Neighbor Informati
LLDP Statistics LLDP-MED Properties
LLDP Overloading
» Discovery- COP
Ping
e [apply-| [ cancel
» PortManagement
. H Getling Started =
Open the Discovery-CDP sub-menu and view the =~ | &= P
s and Statistics e =
. « ” s COP Status: I Enadle
Properties page. Un-check “Enable” in all boxes. System Setings .
Consals Saliogs CDP Frames Handling & Brigging
. ~ Filtering
. Management Interface X
Click [Apply]. tscamerts i
Idle Session Timeout
> Time Seftings COP Voice VLAN Advertisement I~ Enable
» SystemLog i
et CDP Mandatory TLVs Validation Enable
Reboot CDP Version: Version 1
» Diagnostics “ Version2
g:scwerri;l:uv CDP Hold Time & UseDefault
» Discovery- = [
+ Discovery- CDP User Defined
Properties | # COP Transmission Rate: & Use Default
Interface Settings ~ UserDefined
COP Local Information
CDP Neighbor Information Device ID Format & MAC Address
COP Statistics " Serial Number
Ping
Traceroute
» Port Management Source Interface & Use Default
e - UserDefined
» VLAN Wanagement Interface:
» Spanning Tree
» WAC Address Tables
» Muiticast Syslog Voice VLAN Mismatch: [~ Enable
i Syslog Native VLAN Mismatch: [~ Enable
hSiecily Syslog Duplex Mismatch I Enable
» Access Conrol

» Quality of Service

|| cancel |
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Getting Started

In the Spanning Tree menu, » Sttus ana Satsts Sfinterace Setings
» Administrati sTP Setting Table
EIther dlsable Spannlng Tree b Zmnp o Filter: Interface Type equalsto Port v @
» martpo
. Entry No.  Interface STP Edge Port = Root Guard = BPDU Guard = BPDU Handlin
glOba”y in the STP Status & ® 1 GE1 Enabled Enabled  Disabled  Enabled  Guarding
GI b I S . il . C 2 GE2 Enabled  Enabled Disabled Enabled Guarding
Oba ettlngs page (See g r 3 GE3 Enabled Enabled  Disabled  Enabled  Guarding
b | f S . T . RSTP Interface Settings ol 4 GE4 Enabled Enabled  Disabled Enabled  Guarding
e OW); or it spanning lreeis vf;:tpr;’;’:elst c 5 GE5 Enabled Enabled  Disabled  Enabled  Guarding
(] nstance
. . 6 GE6 Enabled  Enabled Disabled Enabled Guarding
MSTP Instance Settings
required on the network, open | JEEEREES 7 7 enaes Emaed Dsaed  Ersbied Guarang
. » MAC Address Tables 8 GE8 Enabled Disabled  Disabled Enabled  Guarding
the STP Interface Settings page, |, e ; g
» IP Configuration © 10 GE10  Disabled Disabled Disabled  Enabled  Guarding
select the port used by » Security c 11 GE11  Disabled Disabled Disabled  Enabled  Guarding
» Access Control C 12 _CF12 It It i i
EtherSound, and click [Edlt] > Quality of Service s 13 GE13  Enabled Enabled Disabled  Enabled  Guarding
> SNHMP C 14 GE14 Enabled Enabled  Disabled Enabled  Guarding
“ ”
Uncheck the “Enable” box for o 15 GE15  Enabled Enabled Disabled  Enabled  Guarding

. . @ 16 GE16 Enabled  Enabled Disabled Enabled Guarding
STP and click [Apply] Do this ® 17 GE17  Enabled Disabled Disabled  Disabled  STP

C 18 GE18 Enabled Disabled Disabled Disabled STP

for all the ports used by c 19 GE19  Enabled Disabled Disabled  Disabled  STP
. 20 GE20 Enabled Disabled  Disabled Disabled STP
EtherSound devices. They CopySetings.. ] [ Ed.

should now be listed as “STP
Disabled”.

A2  Spanning-Tree Protocol

As explained in section 3.1, Spanning-Tree Protocol is a form of network redundancy that
will work alongside Dante, but will not cause glitch-free switch-overs. It is possible that
silences of between 5 and 10 seconds will be experienced after a failure or a repair.
However, using Spanning-Tree Protocol may be a requirement for a building or office
network. In that case, it is best to leave the settings to a qualified network consultant. This
document deals with the basic settings that can be prepared for the audio network.

Open the Spanning-Tree menu, oS STP Status & Global Settings
and select the STP Status & L s Giobal ettings
H » Smartport Spanning Tree State: lv Enable
G I o bal Settl ngs pa ge . » VLAN :Ianagement STP Operation Mode: " Classic STP
© Rapid STP
Check “Enable” for the Spanning _Mutipie STP
STP Interface Settings BPDU Handling: " Filtering
“ H RSTP Interface Settings & Flooding
Tree Stage' and select “Ra pI d MR Fropeiics Path Cost Default Values:  Short
” . VLAN to MSTP Insta.nce @ Long
STP” as the Operation Mode. WSTP Instance Setings

MSTP Interface Settings
» MAC Address Tables

> Multicast % Priority 32768 Range: 0 - 61440, Default: 32768

» P Configuration

Bridge Settings

Leave the other settings at their

default value, and click [Apply]. paSecunly # Hello Time: P sec. (Range
» Access Control % Max Age: 20 sec (Range
» Quality of Senvice B ) -
» SNHP # Forward Delay: 15 sec. (Ra
Designated Root
Bridge ID: 32768-a0:cf5b:e5:47:60
Root Bridge ID: 32768-a0:cf5b:e5:47:60
Root Port: 0
Root Path Cost: o

Topology Changes Counts: 0
Last Topology Change: 0DMHITMI44S

[apply-|[  cCancel
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In the STP Interface Settings, some configuration is recommended to limit the amount of

STP traffic on all the ports that are not connected to another switch. Select the first port

and click [Edit].

Select “Enable” for the Edge Port, and

Enable the BPDU Guard.
Click [Apply].
Back in the STP Interface Setti

ngs

page, select the first port again, and

click [Copy Settings].

Type the numbers of the other ports
in the “to” field, and click [Apply].

Remember, do not change the

settings of the ports used to link with
other switches, such as ports 19-20.

(& Edit STP Interface Setting - Windows Internet Explorer

E=NEcE

@ http://192.168.0.21/cse7bdebbe/stp/bridg_spanTree_stp_interfaceStngs_Port_e.htm?[STPPortTabl §|

Interface: Pot GE1 ~
STP: v Enable
Edge Port: @ Enable
" Auto
" Disable
Root Guard: [~ Enable
BPDU Guard: 2

)

BPDU Handling: Use Global Settings

" Filtering
" Flooding
# Path Cost: @ Use Default
Priority: 128 «
Port State: Forwarding

Designated Bridge ID: 32768-a0:cf.5b:e5:47:60

Designated PortID: ~ 128-49
Designated Cost: 0

Forward Transitions: 1

Speed:
LAG:

1000M
N/A

LAG

" UserDefined |- Ra

)—A”‘y—l Close

®100% ~
Getting Started i
T STP Interface Settings
» Administration STP Setting Table
> Port .
e Filter: Type equalsto Port ~
» VLAN Management Entry No. | Interface STP Edge Port | Root Guard BPDU Guard BPDU Handling = Port Role Path Cost | Priority = Port State Designated Bri
S . 1 GE1 Enabled  Enabled Disabled Enabled Guarding Designated 20000 128 Forwarding 32768-a0:cf.5b
T S L FioEa San sl | C 2 GE2 Enabled Enabled  Disabled  Enabled  Guarding Designated 200000 128 Forwarding 32768-a0:cf5h
STP Interface Settings C 3 GE3 Enabled Enabled Disabled Enabled Guarding Disabled 2000000 128 Disabled N/A
RSTP Interface Settings « 4 GE4 Enabled Enabled  Disabled Enabled  Guarding Disabled 2000000 128 Disabled  N/A
MSTP Properties c 5 GES Enabled Enabled  Disabled  Enabled  Guarding Designated 20000 128 Forwarding 32768-a0:cf5h
AN oMBTE Insta_nce 8 6 GE6 Enabled  Enabled Disabled Enabled Guarding Designated 20000 128 Forwarding 32768-a0:cf5b
MSTP Instance Settings
MSTP Interface Settings L 7 GE7 Enabled Enabled Disabled Enabled Guarding Disabled 2000000 128 Disabled N/A
» MAC Address Tables & 8 GE8 Enabled Enabled Disabled Enabled Guarding Designated 20000 128 Forwarding 32768-a0:cf.50
» Multicast @ 9 GE9 Enabled Enabled Disabled Enabled Guarding Disabled 2000000 128 Disabled N/A
» IP Configuration C 10 GE10 Enabled Enabled Disabled Enabled Guarding Disabled 2000000 128 Disabled N/A
» Security C 1 GE11 Enabled Enabled Disabled Enabled Guarding Disabled 2000000 128 Disabled N/A
» Access Control C 12 GE12 Enabled Enabled Disabled Enabled Guarding Disabled 2000000 128 Disabled N/A
» Quality of Service @ 13 GE13 Enabled Enabled  Disabled Enabled  Guarding Disabled 2000000 128 Disabled  N/A
> SNMP C 14 GE14 Enabled Enabled Disabled Enabled Guarding Disabled 2000000 128 Disabled N/A
@ 15 GE15 Enabled  Enabled Disabled Enabled Guarding Disabled 2000000 128 Disabled N/A
C 16 GE16 Enabled  Enabled Disabled Enabled Guarding Disabled 2000000 128 Disabled N/A
C 17 GE17 Enabled Disabled  Disabled Disabled STP Disabled 2000000 128 Disabled N/A
C 18 GE18 Enabled Disabled Disabled Disabled STP Disabled 2000000 128 Disabled N/A
L 19 GE19 Enabled Disabled Disabled Disabled STP Disabled 2000000 128 NA N/A
C 20 GE20 Enabled Disabled Disabled Disabled STP Disabled 2000000 128 N/A N/A
Edit
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A3 IGMP Snooping

IGMP stands for Internet Group Management Protocol. It is a way of managing multicast
data, so that a network does not get flooded with too much unnecessary data: it will stop
multicast traffic from arriving at devices that do not need to receive it. For many audio
networks used for live sound, it will not be necessary to enable. However, IGMP Snooping
will be essential where multicast transmission is used with Dante devices that work at
100Mbps (rather than 1Gbps), and where audio control functions share the Dante network
(as with Yamaha Nuage systems, Yamaha MTX5D, and many Lake & Lab.Gruppen devices).
There are currently three different versions of IGMP Snooping. Version 3, with a “querier”
function, is the most appropriate to use with a Dante network. It is a rare feature to find in
lower cost switches: Cisco SG300 is one of the few in its price range to include IGMP
Snooping V3.

Firstly, open the Multicast menu. e 5
View the Properties page. Check L Shaus sndOaneies i
p p g ’ ReAdministration Bridge Multicast Filtering Status: v Enable

the “Enable” box, select the A——

» Smartport
. 5 VLAN ID: 1

required VLAN ID number, and M.ANManagement , 2
» Spanning Tree Forwarding Method for IPv6: MAC Group Address
» MAC Address Tables e 1B CroupAddress

Source Specific IP Group Address

select “IP Group Address” as the
Forwarding MethOd for IPV6 and ries| Forwarding Method for IPv4: " MAC Group Address
MAC Gmr:up Address @ IP Group Address

IPv4. Do the same for all required IP Mulicast Group Address Soures SpeclclP Group Adress
: IGMP Snooping

VLANS LD Snooping IE
* IGMP/MLD IP Multicast Group
Multicast Router Port
Forward All
Unregistered Multicast
IP Configuration

v

Next, view the IGMP Snooping page, and check the “Enable” box for IGMP Snooping Status.
Now select the first required VLAN and click [Edit].

Getting Started
» Status and Statistics
» Administration
» Port Management

IGMP Snooping

I IGMP Snooping Status: [v Enable I

» Smartport /752! y
» VLAN Management :
» Spanning Tree IGMP Snooping Table
» MAC Address Tables | EntryNo. VLANID  IGMP Snooping | Router MRouter Ports Query | Query | QueryMaxResponse | LastMember | LastMemb
Operational Status | IGMP Version = AutoLeam | Robustness  Interval (sec.) Interval (sec.)  Query Counter | Interval
T Properties - 1 1 Enabled v3 Enabled 2 30 10 2
MAC Group Address ( 2 2 Enabled V3 Enabled 2 30 10 2
iE Mulicast Broupaddresa ] || 8 3 Enabled v Enabled 2 30 10 2
C 4 4 Enabled v3 Enabled 2 30 10 2

IGMP/MLD IP Multicast Group
Multicast Router Port
Forward All

Unregistered Multicast
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Enable the IGMP Snooping Status, {© EdR1GMP Snooping - Windows Intemet Eplrer
[ @ http://192168.021 cseTbdebbe/GW/PopUp.htmEdit
set the Query Interval to 30, enable
VLAN ID: 25 d
the IGMP Querier Status, and select | 161 snocping status v enavte |
IGMPV3 as the Querier Version_ MRouter Ports Auto Learn: v Enable
. * Query Robustness: ’2% Ra
CIICk [Apply] | = query intervat: [20 | |
This querier status need not be ® QueryMax Roseonss nfenct fio
% Last Member Query Counter: @ Use Default
enabled if there is a router or egRsie
% Last Member Query Interval fooo 5
another switch in the network that immeciate leave: ™~ Enavle
is already performing that function. | [ aserersius i |
Administrative Querier Source IP Address: & Auto
(" UserDefined 192.168.0.21 v
IGMP Querier Version: : IGMPV2
Apply the same settings to all the —_—
E_T—] Close

VLANSs that are used for Dante.

Getting Started .
Now th e Mu |ticast G rou p T T IP Multicast Group Address
» Administration The Bridge Multicast Filtering is currently enabled.
. For IP Multicast Configuration to be effective, the Bridge Multicast Filtering must be enabled.
addresses can be seen inthe IP [ eor
» Smartport IP Multicast Group Address Table
Multicast Group Address page. > VLAN Fiter: [~ s
» Spanning Tree
i MAC Address Tabl L
This page can take up to 30 2 Yoz dabies = l
~ Properties 1 =
seconds to detect a new e tans o |
. P Mul I~ VLANID | IP Multicast Group Address = Source IP Address
Multicast Grou p. IGMP Snooping [ 1 239265255250
MLD Snooping -
IGMP/MLD IP Multicast Group = e e P
Multicast Router Port . 2 239.255.153.56
Forward All | 2 239.255.185.211
Unregistered Multicast n 2 239255214216
» IP Configuration o 2 23925523271
» Security Add..
» Access Control

If IGMP snooping is enabled, the Unregistered Multicast filtering function mentioned in
section 6 of this document should not be needed, and all ports can be set to “Forwarding” in
that page.

IGMP Snooping & Dante Virtual Soundcard:
In some cases, a computer running DVS will fall silent during playback in a network where
IGMP Snooping is enabled. This will be due to the limitations of the computer’s network

interface.

To overcome this problem, the —Cefing Siared Forward Al

”FOFWB rd A”" Settlng Wl” need tO be : :UDF:L:LS':;E;!:F:EM Filter:  IFLAN 1D equals to 1E AND interfzce Type equals to PunE‘

enabled for the switch port used by | \iiamsenen it 1 G E (0| UG DO DIEHE &
» Spanning Tree S = o E——— o T = @ o

the computer. This needs to be used | wesiess aes s e e e el =R S

with caution, because it will allow all | #eseres [Frve—

MAC Group Address
. - IP Multicast Group Address
multicast traffic through the port. In | e s

MLD Snooping

the Forward All page, select “Static” | it

for the required port, and click __Uneaisorn Wateas
[Apply].
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Special setting for “Wireless DCP” iPhone app:
The “Wireless DCP” iPhone app, working with Yamaha MTX3 and MTX5D units, uses
multicast traffic to discover the devices. In some cases, this might be blocked by the IGMP
snooping function. To ensure that this data is not blocked, it is a good idea to manually
register the IP address used by the multicast data:

In the IP Multicast Group Address
page, click [Add]. P 3

ulticast/IPMulticastC

. a IP Version Version6 @ Version4
Select the appropriate VLAN ID, and & I MulicastOroup Adoess: [FEE00751

Source Specific Include

type the IP address 224.0.0.251. e ]
This is the specific address used by ooy [ciose |
“Wireless DCP”.  — i

Click [Apply]. e . T

» Access Port Multicast TV VLAN 1 f02:1:f63:2290
*» Customer Port Multicast TVVLY |
» Spanning Tree
» MAC Address Tables

Iticast Filtering must be enabled.

Properties

MAC Group Address
IGMP Snooping
MLD Snooping

Now click in the checkbox for this Geiog Sisdot IP Multicast Group Address

» Status and Statistics
» Administration The Bridge Multicast Filtering is currently enabled.

M u It i ca St G r'o u p Ad d re SS, a n d c I i c k e For IP Multicast Configuration to be effective, the Bndge Multicast Filtering must be enabled.

» Smartpart | IP Mulicast Group Address Table
[DetaiIS] . 2L ANManagament | Fiter st [
Default VLAN Settings -
Create VLAN B /P equal ersion 4]~ |
Interface Settings T . [
Portto VLAN
POrVLAN Membership ¢ 3 60 ot Filt
GVRP Settings = > -
» VLAN Groups | VLANID  IP Multicast Group Address Source IP Address
» Voice VLAN | 1 239.255.255.250 *
» Access Port Multicast TVVLAN | || 1 f02:1:163:2a80
» Customer Port Multicast TV VI 1|
» Spanning Tree
» MAC Address Tables

/[ Agd. || Delete | | Details. |

r 3
Lo—

Properties

MAC Group Address
IGMP Snooping
MLD Snooping

Select “Static” for all the ports
and LAGs used by Wireless DCP

[ 192.168.0.220/c 5864841 /GWPop L bt PDetail s

WLAN 1D 2
and the devices it needs to P version version 4
IP Multicast Group Address: 224.0.0 251
COhtrOl. Source IP Address: *

Filter: interface Type equals to Pnn

Interface  GE1 GEZ GE3 GE4 GES GEE GE7 GEB GE® GE10 GE11 GE12 GE13 GE14 GE15 GE16 GE17 GE18 GE19 GE20
mic © 0 00 ©® @ ® ©@ ® ®@ ®@ ® ©® ® © @ O O @ ®
Dynamic

Foridden @ @ © @ © @ ©@ @ © ©

None ® @ @ @ © © ©® @ © @ ©@ © @ © & © @ @

! o)

Once again, it is recommended to not deviate from these IGMP Snooping settings in a
network unless it is administered by a qualified network engineer.
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A4 Trouble-Shooting

When trouble-shooting a network, it must be remembered that the vast majority of

problems are caused by cable faults: whether they are crushed, bent, cut, stretched, or

badly terminated. Or especially in the case of fibre-optics: dirty. Problem cables will cause

lost data, or errors. These can be monitored in the web browser interface of the switch.

Open the Status and Statistics menu, then
the RMON menu. And select the Statistics
page. RMON is “Remote Network
Monitoring”. It will show the number of
errors that have occurred, and the number
of packets that have passed through each
port.

Switch Log

Getting Started

System Summary

Interface

Etherlike

GVRP

802.1x EAP

TCAM Utilization
v RMON

History
Events
Alarms
v View Log
RAM Memory
Flash Memory
» Administration

v Port Management

Port Settings
» Link Aggregation
» Green Ethernet

» Smartport

» VLAN

» Spanning Tree

» MAC Address Tables

» Multicast

» IP Configuration

» Security

» Access Control

» Quality of Service

> SNMP

Statistics

Interface:

Refresh Rate:

Bytes Received:
Drop Events:

Packets Received:

Broadcast Packets Received:

Multicast Packets Received:
CRC & Align Errors:
Undersize Packets:
Oversize Packets:
Fragments:

Jabbers:

Collisions:

Frames of 64 Bytes:
Frames of 65 to 127 Bytes:
Frames of 128 to 255 Bytes:
Frames of 256 to 511 Bytes

Frames of 512 to 1023 Bytes:

@ Pot GE6 ~v  LAG

¢ No Refresh
15 sec.
" 30sec.
" 60sec.

2163518168
0
130633523
1816
80563322

S NSNS oo

28435
94526
9854754
120655282
395

Frames Greater than 1024 Bytes: 139

Clear Interface Counters ] [ Clear All Interfaces Counters

If there is an intermittent connection between a cable and the switch, it could show up in

the Log. Also the activity of connecting and disconnecting cables can be checked. Open the

View Log sub-menu, and select the RAM Memory page.

Page 28

Getting Started RAM Memory
System Summary Alertlcon Blinking: Enabled
Interface
Etherlike ' RAM Memory Log Table Showing 1-500f94 50 ~ |
GVRP LogIndex | Log Time Severity Description 5
:"Ci;"liﬁ;ﬁon 2147483553  2012-Jul-1920:39:20  Notice %COPY-N-TRAP: The copy was completed y
+ RMON 2147483554 2012-Jul-1920:39:17 Informational  %COPY--FILECPY: Files Copy - source URL running-config destination URL flash://startup-config
Statistics 2147483555 2012-Jul-19 20:05:57 Warning %COPY-W-TRAP: The copy operation has failed
History 2147483556  2012-Jul-1920:05:50 Informational  %COPY--FILECPY: Files Copy - source URL HTTP://192.168.0.202/ destination URL running-config
e 2147483557 2012-Jul-1920:00:31 Notice 9%COPY-N-TRAP: The copy operation was completed successfully
. Vi::gz 2147483558 2012-Jul-19 20:00:18 Informational  %COPY--FILECPY: Files Copy - source URL running-config destination URL HTTP:/192.168.0.202/
E 1 2147483550 2012-Jul-19 19:48:06  Notice %COPY-N-TRAP: The copy operation was completed successfully
Flash Memory 2147483560 2012-Jul-19 19:47:54 Informational  %COPY-I-FILECPY: Files Copy - source URL running-config destination URL HTTP://192.168.0.202/
» Administration 2147483561 2012-Jul-19 19:39:35 Notice %COPY-N-TRAP: The copy was compl uccessfully
v Port Management 2147483562 2012-Jul-1919:39:33  Informational  %COPY-I-FILECPY: Files Copy - source URL running-config destination URL flash://startup-config
Port Settings 2147483563 2012-Jul-19 19:25:16 Warning %STP-W-PORTSTATUS: gi8: STP status Forwarding
2L Nk waEgatan 2147483564 2012-Ju-1919:25:13  Warning %STP-W-PORTSTATUS: gi5: STP status Forwarding
- ’Snf;e:p':;meme' 2147483565 2012-Jul-1919:25:11 Informational  %LINK--Up: gig
» VLAN Management 2147483566 2012-Jul-19 19:25:10 Warning %STP-W-PORTSTATUS: gi6: STP status Forwarding
R 2147483567 2012-Jul-19 19:25:09  Informational  %LINK--Up: gi5
T 2147483568 2012-Jul-19 19:25:09 Warning %LINK-W-Down: gi17
TR 2147483569 2012-Jul-19 19:25:06 Warning %LINK-W-Down: gi3, agaregated (1)
sl Configuration 2147483570 2012-Jul-19 19:25:06 Informational  %LINK--Up: Vian 2
» Security 2147483571 2012-Jul-19 19:25:06 Informational  %LINK--Up: gi6
» Access Control 2147483572 2012-Jul-19 19:25:03 Warning %LINK-W-Down: gi4
» Quality of Service 2147483573 2012-Jul-19 19:20:45 Warning %STP-W-PORTSTATUS: gi2: STP status Forwarding
> SNMP 2147483574 2012-Jul-1919:20:40 Informational  %LINK--Up: gi2
2147483575 2012-Jul-1919:20:25 Warning %STP-W-PORTSTATUS: gi3: STP status Forwarding, aggregated (1)
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Cable Check | | (ST R

» Status and Statistics

i i i Note that basic cable test results would be accurate if Short Reach is disabled.
System Settings Short Reach is currently disabled.
Console Settings
to check for problems. Open the » Wanagemen nteiace
User Accounts Port GE1 ~
. . Idle Session Timeout = -
Diagnostics sub-menu and select the » Time Sefings

» System Log

This switch can perform a simple cable test,

Selectthe port on which to run the copper test.

Copper Test page. The cable must be Sl N
Active Image
connected to a device at the other end. s i
Test Results:
H . Copy/Save Configuration =
Select the required Port, and click [Copper DHCP Auto Confguratir | Distance o Fault
Rgboot ) Operational Port Status: Up
Test] . v Diagnostics
. . . Optical Module S.tatu§ Advanced Information
If there is an audio device at the far end, Potan@VUANMITO | GaieLongh:  Less han50m
. . . Discovery - Bonjour r fvan
remember to mute the outputs first, just in  + peer uor P [ G e e
o 12 A Normal 0ns
Case. ';P’rageroule 36 B Normal 8ns
> Port Management 4-5 | ¢ Normal 0Ons
» Sm?ﬂ?ﬁﬂ 7-8 D Normal 8ns
To check how hard the switch T per—
itself is working, open the e Setinge CEL tor [ Eole
» Nanoematimersce. | || SRS (o~ Carcei ]
Diagnostics sub-menu, and select gfer}mn«; Reren e o
oge . » Time Settings C 3050&‘
the CPU Utilization page. It o i
v File Management CPU Input Rate: 0
1 S R Y axis is CPU Utilization in Percentage. X axis is sample number.
should be highly unusual to ever timedn ] e e Kamsissame
. . Configuration Files Prop:
reach 70%. If it does, it would be s sl -
Reboot
time to think about a network vt ®
Optical Module Status 70
upgrade! e g
Discovery - Bonjour 50
» Discovery - LLDP
» Discovery - COP 40
Ping 20
Traceroute
» Port Management 20
» Smartport 10
» VLAN Management
» Spanning Tree 0 ’*7:""17:'3ﬁ‘l' ~5 6 7 8 9 10 T 12 13 14 15 16 17 18 19 20

Reboot & Initialize
To Reboot the switch without needing to access the power connector, open the
Administration menu, and select the Reboot page. Click [Reboot].

Getting Started -~

Don’t check the “Clear re—
. . A ... | Torebootthe device, click the ‘Reboot button.
Startup Configuration File *System Settings ™ Clear Startup Configuraton Fle
. Console Settings
box, unless all the settings » Wanagementinrace | [=oRebont]
User Accounts

Idle Session Timeout

nee d to b e return ed to th ei r » Time Settings To reboot the device and return to factory default settings, click the "Reboot to Factory Defaults” button.

— . . e
initial status (including the [P | - Filetanagement

Upgrade/Backup Firmwa
Active Image

Add ress). Download/Backup Config

Configuration Files Prop)

Copy/Save Configuration
Auto Configuratior

» Diagnostics

To completely initialize all the switch settings, a paper clip (or similar item) can be inserted
into the small hole marked “Reset” on the left side of the front panel. Press and hold for
more than 10 seconds, then release and wait 2 minutes for the switch to fully reboot.
Alternatively, click [Reboot to Factory Defaults] in the Reboot page.
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